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cosSma
cosma is an independent IT consulting company. We advise and support internationally stock exchange listed / medium-sized companies

and start-ups across industries in the areas of software architecture, software engineering and IT project management.

We are looking for a technical person that can work as product owner in a professional organization. The candidate must have experience
running keycloak securely and reliably while implementing and commissioning new features. A key aspect of the job is to improve non-
interruptive operation and prepare the system for more load in the future.

Tasks 9 Skills/Experience

Understand and support our setup for authentication of
external individuals and technical users via keycloak/RedHat
SSO across different channels (Web Portal, Mobile App, API)
and 3rd party applications

Understand and support our setup for authorization of
external individuals and technical users via custom
developed Policy Decision Point to access resources across
all channels and applications

Software Lifecycle Management for keycloak

Supper load and performance testing

Familiar with the role of a Product Owner and Platform as a
Product approach

Familiar how to act in a big organization in an agile
environment (SAFe)

Experience in operating keycloak

Knowledge of authentication protocols and concepts:
OAuth2, OpenID Connect, Multifactor Authentication
Knowledge how to operate high-available, scalable,
performant and resilient public facing internet services
Knowledge about secure development and secure protocols

» Support concepts for monitoring and environment « Basic knowledge about PCI DSS and GDPR is helpful
management
« Governance to manage configuration of connected client Working model is mostly remote / On-Site workshops in
applications / Establish guidelines how to connect new Rhine/Main Area Germany can occur from time to time
applications to our authentication and authorisation services
German skills appreciated, but not necessarily required

What we offer

At cosma, you will have the opportunity to solve challenging tasks in exciting projects. You will be given responsibility at an early stage, so
that you can quickly take on management tasks. And all this in line with your personal goals and private priorities. With a start-up spirit, flat
hierarchies and the drive for innovation, we promote your development opportunities as well as your entrepreneurial commitment and
independent action - with us you can move more and actively shape the development of cosma. And all that with an attractive salary and

the opportunity to participate in cosma's success. Be part of it and shape the future together with us!

We look forward to receiving your detailed application, stating your possible starting date and your salary expectations, by e-mail to
jobs@cosma.de. If you have any further questions, please do not hesitate to contact us by phone or e-mail.
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